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Special Circular 5: Caution on Arranging Payment and Fraudulent Emails

The Hong Kong Trade Development Council (HKTDC) would like to remind all applicants to
be cautious when arranging payments for their participation in the HKTDC Fairs. HKTDC
would like to clarify that all payments should be made payable to “Hong Kong Trade
Development Council” as specified on relevant application form and invoice. Should you
require relevant bank account information for telegraphic transfer, please contact our fair
representatives directly. To protect your own interests, you are reminded to always
exercise due diligence and keep proper records when making relevant payments.

In view of the recent incidents of fraudulent emails in the market, HKTDC would like to
remind our exhibitors to stay vigilant and take extra precautions. We hope that the following
tips may help to raise your awareness.

e Ensure that the email is genuinely from HKTDC
¢ Always identify the sender of the email from its domain.

e Check the HKTDC disclaimer
e All emails sent from HKTDC will carry the Council’s disclaimer at the bottom of
the email.

e Reconfirm bank account number and beneficiary name (Hong Kong Trade
Development Council) when making payments.

e Always use trusted Wi-Fi network
e There is always security risk when using untrusted public Wi-Fi network to access
emails. It is possible that hackers can capture your emails or send fraudulent
emails to you on untrusted Wi-fi network.

The above is for reference only. In case of doubt, please contact HKTDC hotline at (852)
1830 668 and quote the fair name concerned.
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